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^ (57) Abstract: An encn»pli<»n transmission apparatus and an encrypiicm reception apparatus avoid attack that takes advantajie of 
^ re-transmission request A server apjxiralus encrypts a content key five limes, ibcreby gcncraiing five encrypted conienl keys, calcu- 
O laics a hash value of the con ten l key, and transmits the five encrypted content keys and the hasli value. An intage playback apparatus 
O receives the five encrypted content keys and the has value, decrypts the five cncrypied conienl keys thereby gencruTing five content 
"^^ys^ calculates hash values each corresjX)nding to tlie generated content keys, and compares the calculated hash values with the 



o 



received hash value respectively. If al least one of the five calculated hash values matches ihe received hash value, Ihe correspond- 
ing content key is considered correct Conversely, if none of the five calculated ha.sh values matches Ihc received hash value, it is 
ct)nsidcred a decryption error. 
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